A Handbook to Business Continuity for SME


This handbook is designed to help small and medium-sized enterprises (SME) in Suffolk understand their most important services, identify what could disrupt them, and record practical actions to keep operating during difficult circumstances. 
It includes simple guidance, a Business Impact Assessment, worked examples, and a business continuity plan template to help businesses prepare in a proportionate and practical way.

Disruption can happen in many forms, from severe weather and flooding to cyber incidents, utility failure, staff shortages, or supplier issues. 
Planning ahead helps a business respond more quickly, protect its people, reduce financial loss, maintain customer confidence, and recover faster. 

Being resilient is not about predicting every possible event; it is about understanding what matters most and being ready to adapt when something goes wrong.
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A BIA helps a business identify:
· its most prioritised products/services and activities,
· the maximum time it can tolerate disruption,
· the people, premises, technology, suppliers and information those activities depend on, and
· the priority actions needed to recover. This is particularly relevant in Suffolk, where local preparedness guidance highlights risk such as severe weather, flooding and infrastructure disruption, while national guidance also points businesses toward cyber, utility, telecoms and wider resilience risks. 
Please see the advice and guidance and the BIA template to complete below
[bookmark: _Toc230872269]How to complete your SME Business Continuity Impact Assessment Form
You can use the structure below to assess per key service/process or combine several into a simple workbook.
[bookmark: _Toc230872270]1) Organisation details
· [bookmark: _Toc230872271]Business name:
· [bookmark: _Toc230872272]Location(s):
· [bookmark: _Toc230872273]Main contact:
· [bookmark: _Toc230872274]Date completed:
· [bookmark: _Toc230872275]Review date:
· [bookmark: _Toc230872276]Assessor:
[bookmark: _Toc230872277]Type of business
· Retail / hospitality
· Care / health / community
· Construction / trades
· Manufacturing / engineering
· Professional services
· Logistics / transport
· Other
Why this matters: Suffolk businesses are encouraged to plan proportionately, based on their own size, dependencies and vulnerabilities rather than producing an over-complicated plan. 
[bookmark: _Toc230872278]2) Identify your prioritised products and services
List the key things your business must keep delivering.
[bookmark: _Toc230872279]Examples
· Taking customer orders
· Delivering booked appointments
· Receiving stock / dispatching goods
· Processing payments
· Payroll / invoicing
· Customer communications
· Regulatory or contractual obligations
[bookmark: _Toc230872280]Questions to ask
· What does the business absolutely need to keep doing within the first 24 hours?
· Which activities generate the most income or protect the most customers?
· Which activities, if stopped, would cause legal, financial or reputational harm first?
· Which activities depend on one person, one supplier, one system or one site?
This aligns with Suffolk preparedness guidance, which advises businesses to assess vulnerabilities, key procedures, technology and third-party dependencies before deciding how they would continue during disruption. 
[bookmark: _Toc230872281]3) Assess business impacts if disrupted
For each prioritised activity, assess the impact of being unable to operate.
[bookmark: _Toc230872282]Suggested impact categories
Rate each as Low / Medium / High / Severe
· Loss of Premises - for example fire, flood, or no access to the building
· Loss of Staff - for example illness, transport disruption, or caring responsibilities
· Loss of IT - for example system outage, cyber-attack, or loss of internet access
· Loss of Supplier - for example delayed deliveries, stock shortages, or contractor failure
· Loss of fuel - for example fuel shortages affecting deliveries, generators, or staff travel
· Loss of Utilities - for example power failure, water outage, or loss of heating
· Loss of Financial & Commercial - for example cash flow problems, payment system failure, or sudden loss of income
National guidance stresses that businesses should consider a wide range of consequences from disruption, not only direct financial loss, because major risks can affect people, essential systems and the wider economy. 


[bookmark: _Toc230872283]4) Generic RAG impact rating matrix
	Rating
	Descriptor
	Generic impact guide

	Green
	Low
	Minor disruption with limited effect on customers, staff, finances, or operations. Work can usually continue with small adjustments or short delays.

	Amber
	Medium
	Noticeable disruption affecting service delivery, customers, staffing, or income. Workarounds are needed and recovery action should be prioritised.

	Red
	High
	Major disruption causing serious service reduction, significant customer or financial impact, or urgent management attention.

	Black
	Severe
	Critical disruption causing major service failure, serious legal or regulatory consequences, or sustained inability to operate. Immediate senior attention and urgent recovery action are required.


[bookmark: _Toc230872284]Use this matrix as a guide when assigning a RAG rating to each impact category. If an activity scores differently across categories, record the highest rating overall to reflect the most significant potential impact. Green = Low, Amber = Medium, Red = High, and Black = Severe.
5) Set recovery priorities
For each activity, define:
Maximum Tolerable Period of Disruption (MTPD): The longest the business could survive without this activity.
Recovery Time Objective (RTO): How quickly you need to restore it to a minimum acceptable level.
How quickly you need to restore it to a minimum acceptable level.
Minimum Service Level: What “good enough” looks like during disruption.
What “good enough” looks like during disruption.
[bookmark: _Toc230872285]Example categories
· Immediate (0–4 hours)
· Same day (within 24 hours)
· Short term (1–3 days)
· Medium term (up to 1 week)
· Longer term (more than 1 week)
This is especially useful for SMEs, because Suffolk and national resilience advice both encourage practical prioritisation of essential functions rather than trying to recover everything at once. 

6) Once completed, the BIA gives a clear picture of what matters most to the business and how quickly it needs to recover.
What the information can be used for
1. Prioritise what to protect and recover first
· By Identifying the most prioritised services and activities to focus on during disruption
· Direct limited staff, time, and resources to the highest-impact areas
2. Develop practical business continuity plans
· Turn identified dependencies (people, systems, suppliers) into specific resilience actions and workarounds.
· Define realistic recovery steps based on MTPD, RTO, and minimum service levels.
3. Improve decision-making during incidents
· Provide a ready-made reference for what can pause vs what cannot.
· Support faster, more confident decisions under pressure.
4. Strengthen risk management and resilience
· Highlight single points of failure (e.g., one supplier, one system, one person)
· Inform mitigation actions such as backups, alternative suppliers, or cross-training.
5. Support communication with staff and stakeholders
· Clarify expectations about minimum service levels during disruption.
· Help explain impacts and priorities to customers, partners, and regulators.
6. Evidence preparedness (for assurance, audit, or funding)
· Demonstrate that the organisation has considered risks and planned proportionately.
· Provide a structured, documented approach to resilience.







7) SME example
This example shows how a small Suffolk café might complete the tabled section of the template for a prioritised service. It is intended to help SMEs understand the level of detail needed and how to link risks, impacts, and recovery priorities.
	Prioritised product / service
	Serving takeaway food and drinks during normal opening hours

	Brief description
	Main source of daily income. Customers rely on consistent service during mornings and lunch peaks.

	Number of staff carrying out service
	4 staff normally required; minimum 2 to provide a reduced service.

	Loss of Premises
	Unable to open the café because of fire, flood, or access restrictions.
RAG: Black

	Loss of Staff
	Reduced or no service because of illness, transport disruption, or caring responsibilities.
RAG: Red

	Loss of IT
	Unable to process card payments or manage orders efficiently if till systems or Wi-Fi fail.
RAG: Amber

	Loss of Supplier
	Limited menu and reduced income if key food or drink supplies are delayed.
RAG: Amber

	Loss of fuel
	Difficulties receiving deliveries or staff travelling to work.
RAG: Amber

	Loss of Utilities
	Power or water loss stops equipment use and may create food safety concerns.
RAG: Black

	Loss of Financial & Commercial
	Cash flow pressure if payment systems fail or income drops for several days.
RAG: Red

	Regulatory & Reputational
	Food hygiene or customer communication failures could lead to complaints, poor reviews, or enforcement action.
RAG: Red

	MTPD
	Same day (within 24 hours)

	RTO
	Restore a minimum service within 4 hours where possible.

	Minimum service level
	Cold drinks, limited food, cash-only sales, reduced opening hours, and customer updates via social media or phone.

	Workarounds / support to continue running
	Use battery-powered lighting, switch to paper ordering, accept cash only, use alternative suppliers where possible, move stock to safe storage, and update customers quickly about reduced service.




Suffolk SME 
Business Impact Assessment



Content
Organisation details
Type of business
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[bookmark: _Toc230872286]Organisation details
	Business name:
	


	Location(s):
	


	Main contact:
	


	Date completed:
	


	Review date:
	


	Assessor:
	




[bookmark: _Toc230872287]Type of business
· Retail / hospitality
· Care / health / community
· Construction / trades
· Manufacturing / engineering
· Professional services
· Logistics / transport
· Other


[bookmark: _Toc230872288]Identify your prioritised products and services
List the key things your business must keep delivering.
	Prioritised product / service
With brief description
1
	Number of staff carrying out service:
	Risks
	RAG rated Green / Amber / Red / Black
	Recovery priorities (MTPD / RTO / Minimum service level)

	








	


A normal Service delivery

	


Minimum staffing levels to deliver service

	Loss of Premises
	
	
MTPD –


	




	
	
	
	Loss of Staff
	
	
	

	
	
	
	Loss of IT
	
	
	

	
	
	
	Loss of Supplier
	
	
	

	
	
	
	
	
	

RTO –

	

	
	
	
	Loss of fuel
	
	
	

	
	
	
	Loss of Utilities
	
	
	

	
	
	
	Loss of Financial & Commercial
	
	
	

	
	
	
	
	
	
Minimum
service level –

	

	
	
	
	Regulatory & Reputational

	
	
	

	Record Identified workarounds / Support to continue running

	






	Prioritised product / service
With brief description
2
	Number of staff carrying out service:
	Risks
	RAG rated Green / Amber / Red / Black
	Recovery priorities (MTPD / RTO / Minimum service level)

	








	


A normal Service delivery

	


Minimum staffing levels to deliver service

	Loss of Premises
	
	
MTPD –


	




	
	
	
	Loss of Staff
	
	
	

	
	
	
	Loss of IT
	
	
	

	
	
	
	Loss of Supplier
	
	
	

	
	
	
	
	
	

RTO –

	

	
	
	
	Loss of fuel
	
	
	

	
	
	
	Loss of Utilities
	
	
	

	
	
	
	Loss of Financial & Commercial
	
	
	

	
	
	
	
	
	
Minimum
service level –

	

	
	
	
	Regulatory & Reputational

	
	
	

	Record Identified workarounds / Support to continue running

	








	Prioritised product / service
With brief description
3
	Number of staff carrying out service:
	Risks
	RAG rated Green / Amber / Red / Black
	Recovery priorities (MTPD / RTO / Minimum service level)

	








	


A normal Service delivery

	


Minimum staffing levels to deliver service

	Loss of Premises
	
	
MTPD –


	




	
	
	
	Loss of Staff
	
	
	

	
	
	
	Loss of IT
	
	
	

	
	
	
	Loss of Supplier
	
	
	

	
	
	
	
	
	

RTO –

	

	
	
	
	Loss of fuel
	
	
	

	
	
	
	Loss of Utilities
	
	
	

	
	
	
	Loss of Financial & Commercial
	
	
	

	
	
	
	
	
	
Minimum
service level –

	

	
	
	
	Regulatory & Reputational

	
	
	

	Record Identified workarounds / Support to continue running

	








	Prioritised product / service
With brief description
4
	Number of staff carrying out service:
	Risks
	RAG rated Green / Amber / Red / Black
	Recovery priorities (MTPD / RTO / Minimum service level)

	








	


A normal Service delivery

	


Minimum staffing levels to deliver service

	Loss of Premises
	
	
MTPD –


	




	
	
	
	Loss of Staff
	
	
	

	
	
	
	Loss of IT
	
	
	

	
	
	
	Loss of Supplier
	
	
	

	
	
	
	
	
	

RTO –

	

	
	
	
	Loss of fuel
	
	
	

	
	
	
	Loss of Utilities
	
	
	

	
	
	
	Loss of Financial & Commercial
	
	
	

	
	
	
	
	
	
Minimum
service level –

	

	
	
	
	Regulatory & Reputational

	
	
	

	Record Identified workarounds / Support to continue running

	








	Prioritised product / service
With brief description
5
	Number of staff carrying out service:
	Risks
	RAG rated Green / Amber / Red / Black
	Recovery priorities (MTPD / RTO / Minimum service level)

	








	


A normal Service delivery

	


Minimum staffing levels to deliver service

	Loss of Premises
	
	
MTPD –


	




	
	
	
	Loss of Staff
	
	
	

	
	
	
	Loss of IT
	
	
	

	
	
	
	Loss of Supplier
	
	
	

	
	
	
	
	
	

RTO –

	

	
	
	
	Loss of fuel
	
	
	

	
	
	
	Loss of Utilities
	
	
	

	
	
	
	Loss of Financial & Commercial
	
	
	

	
	
	
	
	
	
Minimum
service level –

	

	
	
	
	Regulatory & Reputational

	
	
	

	Record Identified workarounds / Support to continue running

	






Copy and paste the above prioritised table if more required…………
Essential information to record
	Keys holder or access arrangements for your premises and any alternative site including how they can be contacted out of hours if needed. 

	







	Also record where critical information is stored, such as customer records, supplier details, payroll information, contracts, insurance documents, backups, and log in instructions. 
Make sure this information is accessible during disruption and not kept in only one place or with only one person.

	












Next steps: using this BIA to build a business continuity plan
1. Review the completed BIA and highlight the services or activities with the highest ratings and shortest recovery times.
2. Identify the most important dependencies for those services, including people, premises, technology, suppliers, utilities, and information.
3. Write down the actions needed if one of those dependencies is lost, including who will do what, where they will work, and what workarounds are available.
4. Record contact details, escalation routes, key holders, alternative suppliers, and where critical information can be accessed during disruption.
5. Agree the minimum service levels the business will maintain during disruption and how customers, staff, and partners will be kept informed.
6. Turn this into a simple business continuity plan that can be used during an incident, then review and test it regularly.
Suffolk SME Business Continuity Plan 



This template can be completed using the information from your Business Impact Assessment. It is designed to help you respond to disruption, maintain minimum service levels, and recover your key activities. You need to have this plan available to you in the event of an incident.
1) Plan details
	Business name
	
	

	Plan owner
	
	

	Date completed
	
	

	Review date
	
	

	Version
	
	


2) What this plan covers
List the key services, sites, or activities covered by this plan and any areas not covered.
	Covered by this plan:
	

	


	

	Not covered by this plan:
	

	


	


3) Activation and escalation
Record when this plan should be used, who can activate it, and how decisions will be escalated.
	Triggers for activation
	

	

	Who can activate the plan
	

	

	Escalation route
	

	


4) Incident management contacts – Service leads
	Name / role
	Contact details
	Responsibility

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


5) Priority activities and recovery actions
Using the information gathered in your BIA, record the most important activities, the disruption risks, the minimum service level, and the key actions needed to continue or recover.
	Priority activity
	Main risk / disruption
	Minimum service level
	Immediate actions
	Recovery owner

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6) Alternative arrangements and workarounds
	Issue
	Alternative arrangement / workaround
	Supplier / contact

	Loss of premises
 
	
	

	Loss of staff
 
	
	

	Loss of IT
 
	
	

	Loss of supplier
 
	
	

	Loss of utilities
 
	
	

	Alternative workspace / operating location

	
	

	Manual workarounds
 

	
	

	Critical suppliers and alternatives
 
	
	

	Other
 
	
	



7) Communications
	Audience
	What they need to know
	How you will contact them

	Staff



	
	

	Customers



	
	

	Suppliers / partners



	
	

	Regulators / insurers

	
	


8A) Closure, reopening, and staff welfare
	When will you reduce service?
	

	

	When will you close temporarily?
	

	

	What must be in place before reopening?
	

	

	Staff welfare and safety considerations
	

	



8) Key resources and information
	Resource / information
	Where it is kept
	How it can be accessed during disruption

	Keys / access arrangements
 
	
	

	Deputies / alternates
 
	
	

	Out-of-hours contacts
 
	
	

	Customer records
 
	
	

	Supplier details
 
	
	

	Payroll / finance information
 
	
	

	Contracts / insurance
 
	
	

	Insurance policy number / reference
 
	
	

	Utility account numbers / service references
 
	
	

	IT / alarm / support reference numbers
 
	
	

	Backups / system access instructions
 
	
	

	Plan storage / distribution
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Use this wheel during a disruption to help guide structured decision-making, from understanding the situation through to choosing actions and communicating them clearly.
Step 1. This stage involves gathering information and intelligence to establish situational awareness.
•	What has happened or may happen?
•	When did it happen or when is it likely to happen?
•	Where has it happened or where is it likely to happen?
•	How long is it likely to go on for? 
•	Is it short / medium or long term impact
•	How is the incident being coordinated across the Council?
•	Is an early communication required (to staff)?
Step 2. Assess the impact on Prioritised services and set the high-level priorities.
•	Which Prioritised services have been disrupted?
•	What is the priority order for recovery?
•	Which Prioritised services are at risk of disruption?
•	What is the priority order for protection?
•	What are our top priorities (to do in the next x hours)?
Step 3. Consider existing BC plans, policies and procedures.
•	Do we have a BC plan for this already?
•	Is this subject to wider policies and regulations?
•	Are there any constraints on the actions we can take?
•	What issues should be escalated up the management line?
Step 4. Identify options and contingencies, make the decision.This process is not one-dimensional and rigid. At any stage can…
•	Take in new information.
•	Re-assess impact, risk or strategy.
•	Consider a new option or contingency.
If this occurs, merely asks yourself, what should change.



•	What does it say in the BC Plan or Action Card?
•	Will this be sufficient to protect and recover the Prioritised services?
•	If not, what else could we do?
•	Is the action feasible, suitable and acceptable?
•	Make the decision, i.e., choose the option/s that will protect or recover the Prioritised services most effectively within the RTO.
Step 5. Take action and communicate.
•	What is the specific instruction or advice that needs to be issued?
•	To whom does it need to be issued?
•	Issue the instruction or advice and check for understanding.
•	Who else needs to be informed? If necessary, complete a Communications Pla

9) Review, exercise, and maintenance
	Last reviewed
	

	Next review due
	

	Last exercise / test
	

	Lessons identified / actions
	













Worked example: completed business continuity plan
This worked example shows how a small Suffolk café could complete the business continuity plan using the information from the BIA and the additional practical details needed during an incident.
	Business name
	Example Suffolk Café
	Plan owner
	Café Manager

	Deputy / alternate
	Assistant Manager
	Review date
	Every 6 or 12 months or after a major disruption

	Plan activation triggers
	Loss of power or water, premises inaccessible, staff shortage, till or internet outage, or supplier failure affecting service.

	Priority activity
	One of the priority activities recorded is Serving takeaway food and drinks during normal opening hours.

	Minimum service level
	Cold drinks, limited food, cash-only sales, reduced opening hours, and customer updates via social media or phone.

	Immediate actions
	Assess safety, confirm cause of disruption, contact staff, switch to manual workarounds, update customers, and decide whether reduced service can continue.

	Key contacts
	Manager, assistant manager, landlord, utility provider, IT support, key supplier, insurer, and alarm company.

	Out-of-hours contact arrangements
	Manager and assistant manager hold emergency contact list. Landlord and alarm provider can be contacted 24/7 using recorded emergency numbers.

	Alternative workspace / operating location
	If café premises cannot be used, prepare drinks and limited cold food from a temporary agreed space at a nearby community venue or operate reduced online / phone ordering only.

	Manual workarounds
	Use paper order pads, handwritten stock checks, cash-only sales, printed supplier contacts, and a manual daily takings sheet.

	Critical suppliers and alternatives
	Primary food wholesaler, milk supplier, bakery, and utility providers. Keep one alternative local supplier for milk, bread, and key stock items.

	Insurance and reference details
	Insurance policy number, utility account numbers, alarm reference, and IT support contract number kept in secure cloud storage and printed in sealed grab pack.

	Key resources / information
	Keys held by manager and assistant manager; supplier list, insurance details, payroll records, customer booking details, and social media login kept in secure cloud storage with backup access details.

	Communications
	Staff contacted by phone or messaging app; customers updated through signage, social media, website, and phone; suppliers contacted directly by phone.

	When to reduce service
	If staffing falls below 3 people, utilities are partially affected, or key supplies are delayed, move to reduced menu and shorter opening hours.

	When to close temporarily
	If the building is unsafe, no water or power is available, food safety cannot be maintained, or minimum staffing cannot be met.

	What must be in place before reopening
	Safe building access, working utilities, food-safe conditions, minimum staffing, payment arrangements, and customer communications ready.

	Staff welfare and safety considerations
	Confirm staff travel safety, lone working arrangements, access to breaks, and support if disruption lasts more than one day.

	Escalation / recovery
	If disruption cannot be resolved within 4 hours, move to reduced service or temporary closure, inform insurer and landlord if needed, and review reopening requirements.

	Plan storage / distribution
	A digital copy is stored securely online. Printed copies are held by the manager and assistant manager and kept off-site as well as on the premises.

	Review and testing
	Review every 6 months and after any major disruption or change to premises, staffing, suppliers, or systems. Carry out a short walkthrough exercise at least once a year.




Protecting and recovering critical services


Gather information and intelligence


Assess the impact on critical services and set the high level priorities.


Consider BC plans, policies & procedures


Identify options and  contingencies, make the decision.


Take action and communicate 
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