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Smoothwall Certificate Guidance

A Smoothwall certificate must be installed on all devices requiring Internet access. If a Smoothwall
certificate is not installed, users will receive an error/warning message similar to the one shown
below when accessing content which is decrypted by Smoothwall.

;‘ | & httpsi/fuanw.facebook.com/ P~C H %, Waiting for 10.200.23.... | B smoothwall: Home | 2 Ce

@ There is a problem connecting securely to this website.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

You should close this webpage.
¥ Click here to close this webpage.

& More information

The Smoothwall certificate can be downloaded from the links below:

Schools Smoothwall certificate 2021 — 2023 (for use up until the 4th April 2023)
https://sccwebassets.blob.core.windows.net/public/schools/https_interception_2021-2023.crt
Schools Smoothwall certificate 2023 — 2025 (for use on and after the 4™ April 2023)
https://sccwebassets.blob.core.windows.net/public/schools/smoothwall_inspection-2023-2025.crt

The following guidance to install the certificate in a Windows environment is provided as a
supplement to information on the Smoothwall website. Further links have been provided on the
Smoothwall site for a variety of different web browsers and operating systems. If you require further
assistance with installing the certificate, please contact your IT support company.

Note: the following steps must be performed by a user with Administrative rights, specifically the
user must have permissions to add a certificate to the Trusted Root Certification Authorities store.


https://kb.smoothwall.com/hc/en-us/articles/360010586379-Installing-the-Certificate-Authority-on-BYOD-devices
https://kb.smoothwall.com/hc/en-us/articles/360002374224-Installing-a-Certificates-on-My-Devices-so-That-They-Work-with-the-HTTPS-Interception
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Installing the certificate on a standalone Windows computer

1) Download the Smoothwall certificate and save it to a suitable location.

2) Navigate to the location where you saved the Smoothwall certificate and double-click to
open it. You may be presented with a security warning, as shown above. If so, click Open.

n  Certificate *

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer ~
» Ensures the identity of a remote computer

» Ensures software came from software publisher

» Protects software from alteration after publication

s Allows data to be signed with the current time

» All issuance policies A

Issued to: SCC-SWALL-DOC-REPORT-01-20230324

Issued by: SCC-SWALL-DOC-REPORT-01-20230324

Valid from 24/02/2023 to 23/02/2025

Issuer Statement

3) The certificate properties box will be displayed as shown above. Click on Install Certificate
to start the Certificate Import Wizard.

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

(® Local Machine

To continue, dick MNext.

[@niet | | Cancel

4) Select Local Machine and Click Next. You may need to enter a username and password
which has permissions to add a certificate to the Trusted Root Certification Authorities store.
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€ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Agtomatically select the certificate store based on the type of certificats
(® Place all certificates in the following store
Certificate store:

| C—

Next Cancel

5) Choose Place all certificates in the following store as shown above, then click Browse.

Select Certificate Store *

Select the certificate store you want to use.

| Personal ~

Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities
~| Trusted Publishers

el ) Imtr ieted Cartificates
£ >

[Jshaw physical stores

Cancel
6) Choose the Trusted Root Certification Authorities folder to expand the stores. Click OK.

& L4 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
|Trusbed Root Certification Authorities | [ EBrowse... i

Next Cancel

7) Ensure the Certificate store detailed in the Certificate Import Wizard is set to Trusted Root
Certification Authorities as shown above, then click Next. If not, click on Browse and
review the selection, by repeating step 6. If you do not install the certificate in this certificate
store, the Smoothwall Certificate will NOT function correctly.
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Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

‘You have spedfied the following settings:

(0= el et e MBS Trusted Root Certification Authorities
Content Certificate
8) Click Finish.
Security Wamning L—L—'J

You are about to install a certificate from a certification authority (CA)
£ l . claiming to represent:

SCC-SWALL-DOC-REPORT-01

Windows cannot validate that the certificate is actually from
"SCC-SWALL-DOC-REPORT-01". You should confirm its origin by
contacting "SCC-SWALL-DOC-REPORT-01". The following number will
assist you in this process:

Thumbprint (shal): 147B76BB 23F120EA 950A250C 0E1C220A 3148065F

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

9) On some older operating systems you may be prompted by a security warning similar to the
one displayed above. Click Yes to confirm you wish to install the certificate.

10) Click OK to close the Certificate Import Wizard.

11) Click OK to close the certificate.

The certificate will now be installed successfully.

NOTE: If the Certificate icon has a red cross next to it, the installation has failed even though it is
reported as being successful. The certificate will have been imported but will not be trusted. Please
see the link to the Microsoft article below for further information and potential solutions.

https://technet.microsoft.com/en-us/library/cc754841.aspx#BKMK addlocal



https://technet.microsoft.com/en-us/library/cc754841.aspx#BKMK_addlocal
https://technet.microsoft.com/en-us/library/cc754841.aspx#BKMK_addlocal
https://technet.microsoft.com/en-us/library/cc754841.aspx#BKMK_addlocal
https://technet.microsoft.com/en-us/library/cc754841.aspx#BKMK_addlocal
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Deploying the Smoothwall certificate to Windows computers via group policy

If your school has a Microsoft Windows Server managing your computer accounts, and if an
appropriate organisational structure in your Active Directory has been configured, you may be able
to deploy the Smoothwall certificate to all Windows computers in your domain using group policy.

For the purposes of this guide, a domain called Schooll.local has been created with an
organisational unit structure that contains a top level organisational unit called School. Within the
School organisational unit there are further organisational units for managing either school
computers, or school users. These are further broken down into office, student and teacher
computer organisational units, and office, student and teacher user organisational units. The

student users are further organised into organisational units of KSland2, KS3and4, and
KS5and16.

B Active Directory Users and Computers
D;m Action View Help

e 2E 40/ REcz Hm 2euTah

] Active Directory Users and Com|| Name Type

Description
b [ Saved Queries 31 School Computers Organizational Unit

4 4 Schooll.local 31 School Users Organizational Unit
p (] Builtin
p [ Computers
b &) Domain Controllers
p (| ForeignSecurityPrincipal:
p | Managed Service Accout
4| 3] School
4 |3 School Computers
b & Office
2| Students
b & Teachers
4 2] School Users
b & Office
4 3| Students
p (2] KSland2
b 2] KS3and4
b (2] KS5and6
p G Teachers
p [ ] Users

The following guidance is provided as a supplement to the guidance on the Smoothwall website and
has been tested on Windows computers using Internet Explorer 11.

NOTE: This guide was conducted on a server running Microsoft Windows Server 2012 R2, thus
some of the screenshot images in this guide may differ from what you see on your server.

1) Download the Smoothwall certificate and save it to a suitable location.

2) Open the Group Management Console on your server. You can search for this if required,
as shown below.

3) The Group Management Console will be displayed, as shown below.
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& File Action View Window Help

e @ & B

| & Group Policy Manag

> ﬁ Forest: Schooll.local

Group Policy Management

Contents |

Name
A\ Forest: School1local

4) If required, click the arrow next to the Forest in the left-hand pane, so that it expands as

shown below. Our primary organisational unit is called School, so we’ve selected and
expanded that, so you can see the organisational units beneath.

2 File Action View Window Help

e« s2E o XEB & BmE

gl roup Policy Management
Forest: Schooll.local

4 |35 Domains

School

4 5 Schooll.local
=/ Default Domain Policy
b 2] Domain Controllers
4 (3] School Computers
b [E] Office
b =1 Students
p =] Teachers
4 |3 School Users
p =] Office
4 (3] Students
b (=1 KSland2
p 2] KS3and4
b 3] KS5and6
b =l Teachers
b [ Group Policy Objects
b (% WMI Filters
3 ;:H Starter GPOs
b [ Sites
4% Group Policy Modeling
(% Group Policy Results

Linked Group Policy Objects | Group Policy Int Del

Link Drder GPO

Enforced Link Enable
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Group Policy Management I;Ilﬁ
_le
'School Computers.
ke G Pocy G | G oy e | Bigain
Lk Dicder Erfoced  Link Erwbled. GFO Stetue WM Fter Moded Domen
J
i s ok o i oo
| & [[C9[€E] TREG aeey |

5) As the certificate will be required on all computers, it should be applied to computer
organisational units, rather than user organisational units. In this example, we’'ll create a
GPO (Group Policy Object) which will be used to apply the certificate to the School
Computers organisational unit. Right-click the School Computers organisational unit and

choose Create a GPO in this domain, and Link it here...

New GPO E3)
| Smoothwall Certficatel| |
Source Starter GPO:
| {none) A ‘

| oK ]I| Cancel |

6) A New GPO box will appear. Type a name for the GPO, for example Smoothwall

Certificate as shown above, then click OK. The new policy will appear under the School
Computers organisational unit as shown below.

#

‘& File Action View Window Help
s 2E X BE

| Group Policy Management Smoothwall Certificate
4 £\ Forest: Schooll.local T

‘ h Scope | Details | Settings | Delegation |
4 [z Domains
2. Links
4 3 Schooll.local
= Default Domain Policy
p 2. Domain Controllers
4 3] School

Group Policy Management

Display links in this location: | School1local

The following sites, domains, and OUs are linked to this GPO:

4 3] School Computers
) Smoothwall Certificate
4 (3] Office
b (2] Students
b (2] Teachers
4 (2] School Users
4 (3] Office
:,—."’ Internet and Proxy Settings - Office
4 (3] Students
4 (3] KS1and2

=P Intarnat 3nd Drans Cattinne - KC1andd

Location = Enforced  Link Enabled Path
5. School Computers No Yes School1 Jocal/School/School Computers
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& File Action View Window Help

e 2E Xe| B

&, Group Policy Management Smoothwall Certificate
4 4\ Forest: Schooll.local Setti Delegati
‘%@ Domains Soope S} I I
4 3 Schooll.local L"*’ e i
s/ Default Domain Policy Dusplay Wk i this location: |5°"‘°°‘1-|°°3|
b (2] Domain Controllers The following sites, domains, and OUs are linked to this GPO:
4 (@] School = = =
4 Location Enforced Link Enabled Path
School Computers No Yes School1local/School/School Computers
b (5] Students nforce
b [ Teachers | Link Enabled
4 2 School Users |
4 &) Office Save Report...
i/ Internet and Proxy View >
4 (3] Students New Window from Here
4 (3] KS1and2
i Internet and Pr Deiete
b & KS3and4 Rename
b 2] KS5and6 Refresh
b (3] Teachers Hel
b [ Group Policy Objects B
b [ WMIFilters
b :ﬁ Starter GPOs
b [ Sites
ﬁ Group Policy Modeling Security Filtering

= e
[} Group Policy Results The settings in this GPO can only apply to the following groups, users, and computers:

7) Right-click on the policy and choose Edit, as shown above. This will open the Group Policy
Management Editor, as shown below.

File Action View Help
= =Y

|.] Smoothwall Certificate [SCHOC

4 & Computer Configuration 5 ¢ 5 i
i Select an item to view its description.  Name
b 1 Policies

s il Preferences & Computer Configuration
4 % User Configuration # User Configuration

b 1 Policies

b || Preferences

Extended /(Standard /
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s S00thwall Certificate [SCHOOL1DC.SCHOOL1.LOCAL] Policy _/:_ Issued To 3 Issued By Expiration Date  Intended Purposes Friendly Name Status  Certifica
4 & Computer Configuration
4[] Policies
| Software Settings
Windows Settings
b [ Name Resolution Policy
=] Scripts (Startup/Shutdown)
@ Security Settings
b & Account Policies
b 4 Local Policies
b 4 Eventlog
b (4 Restricted Groups
b [ System Services
b (& Registry
b [4 File System i
b 55/ Wired Network (IEEE 802.3) Policies
p -] Windows Firewall with Advanced Security
[ Network List Manager Policies
Zaf Wireless Network (IEEE 802.11) Policies
| Public Key Policies
(] Encrypting File System
(] Data Protection
[ BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unlock Cert|

| Trusted Root Certi Authorities

| Intermediate Certification Authorities
[ Trusted Publishers
(7] Untrusted Certificates
[ Trusted People
b (] Software Restriction Policies
b (] Network Access Protection
b ] Application Control Policies
3 s IP Security Policies on Active Directory (SCHOOLLL‘l =

There are no items to show in this view.

<[ [ | > |l<] m >

8) Under Computer Configuration, expand Windows Settings, Security Settings, Public
Key Policies and choose Trusted Root Certification Authorities, as shown above.

9) Right-click on Trusted Root Certification Authorities and choose Import... as shown
below.

= Smoothwall Certificate [SCHOOL1DC.SCHOOL1.LOCAL] Policy A || Issued To * Issued By Expiration Date  Intended Purposes Friendly Name Status  Certifica)
4 & Computer Configuration
4 [ Policies
b (] Software Settings
4[] Windows Settings
b [] Name Resolution Policy
[ Scripts (Startup/Shutdown)
4 T Security Settings
3 Account Policies
3 Local Policies
3 Eventlog
[ Restricted Groups
[ System Services
("4 Registry
4 File System -
7o/ Wired Network (IEEE 802.3) Policies
[ Windows Firewall with Advanced Security
[] Network List Manager Policies
[3 iid Wireless Network (IEEE 802.11) Policies
4 (1 Public Key Policies
(] Encrypting File System
(] Data Protection
[ BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unlock Cert

There are no items to show in this view.

vvvvvvvvw

| Import... | |

- iate Certfication Authorities ) 7oy ,
[ Trusted Publishers | S
(] Untrusted Certificates View i
[ Trusted People Refresh

b (] Software Restriction Policies g

oy Export List...

b [ Network Access Protection pons i

b ] Application Control Policies Help

b § I‘l:’ fecuntJy fokfuis \:n Amve‘ Dlrec.tory HOOLTL ﬂ

(<] [ | > |1 [ >]

Add 3 certificate to a store
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Welcome to the Certificate Import Wizard T kgt

Spedify the file you want to import.
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store. Eile name:

I | =3
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network " " o < " ”
connections. A certficate store is the system area where certificates are kept. Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Siiure Location Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
L 1t U
urrentiser Microsoft Serialized Certificate Store (.SST)

(® Local Machine

To continue, diick Next.

10) The Certificate Import Wizard will open as shown above on the left. Click Next to continue,
then click Browse as shown above on the right. Navigate to the location where you saved
the certificate. Select the certificate, as shown below, then click Open.

@ > b lﬁ » ThisPC » Desktop v C,I I Search Desktop

Organize v  New folder

B Desktop Al Name Date modified Type

» D 1 A [ |
g RecerEel IL:QI https_interception_ca_certificate 04/12/2017 08:58 Security Certificate
| Recent places

18 This PC
ju Desktop
jfl Documents
j Downloads
W Music
|El Pictures
| B Videos
i, Local Disk (C:)
8 DVD Drive (D:) IR
ca Capita (G:)
a RBUSS (R:)
ca Data (Z2)

v

v | ICertificate File (*.cer*.crt) v |

| Open ||l Cancel | !

File name: | https_interception_ca_certificate

10
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File to Import
Specify the file you want to import.

Eile name:
C:VJsers\smoohwaIlDesktopV‘ltms_inbercepﬁon__aerﬁﬁcate.oel | Browse... |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

11) Click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

aoea"whﬁmhesnﬁ\efoﬂowmgsmre

Certificate store:
| Trusted Root Certification Authorities | I Browse...

12) Ensure that the Place all certificates in the following store button is selected, and that the
Certificate store is set as Trusted Root Certification Authorities, then click Next. If not,
cancel and return to step 8. If you do not install the certificate in this certificate store, the
Smoothwall Certificate will NOT function correctly.

11
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

000 ey G DR SRR Trusted Root Certification Authorities
Certificate
C:\Users\smoothwall\Desktop\https_interception_ca,

13)ClickFinish

o The import was successful.

14) Click OK to close the Certificate Import Wizard.

12
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File Action View Help

e aE o0/c= Bm

BE |

Group Policy Management Editor

1] Smoothwall Certificate [SCHOOL1DC.SCHOOL1.LOCAL] Policy
4 @& Computer Configuration
4[] Policies
3 Software Settings
4 [ ] Windows Settings
b | Name Resolution Policy
(&) Scripts (Startup/Shutdown)
4 3 Security Settings
b 33 Account Policies
b 4 Local Policies
b 3] Eventlog
b g Restricted Groups
b (4 System Services
b [ Registry
b g File System
b ig/ Wired Network (IEEE 802.3) Policies
b ] Windows Firewall with Advanced Security
| Network List Manager Policies
[ ,.ﬁd Wireless Network (IEEE 802,11) Policies
4 | Public Key Policies
_| Encrypting File System
| Data Protection
1| BitLocker Drive Encryption

| Automatic Certificate Request Settings
Trusted Root Certification Authorities
| Enterprise Trust
=F dinte Cestificati
Trusted Publishers
1 Untrusted Certificates
~| Trusted People
b (] Software Restriction Policies
b ] Network Access Protection
b | Application Control Policies

At Db o s

< m

_| BitLocker Drive Encryption Network Unlock Cert,

b &, IP Security Policies on Active Directory (SCHOOL1.L =
. A POk

-

Friendly Name | Status  Certifica

<None>

1 Issued To Issued By Expiration Date  Intended Purposes
[53]SCC-SWALL-DOC-REPORT-01-20; SCC-SWALL-DOC-REPORT-01-2023 23/02/2025 <All>

[

< " >

Trusted Root Certification Authorities store contains 1 certificate.

15) Back at the Group Policy Management Editor screen, you will see that the new policy has
been created and is displayed in the right-hand pane, as shown above. Close the Group
Policy Management Editor.

The certificate will be deployed to all computers in the target organisational units, and any subfolder
organisational units you have below the target organisational unit. Computers will need to be
rebooted at least twice. Alternatively, you can apply the settings to an individual computer in the
target organisational unit by typing gpupdate /force from a command prompt on that computer,
then rebooting the computer when prompted.

13



