Suffolk Community Risk Register — Risk Matrix (last amended 21-11-2019)

Key to the overall Risk Rating

Risk Rating

High Risk

Definition

Primary risks requiring immediate attention due to potential consequences.

Risk reduction or mitigation strategies should be developed.

Hazard specific multi-agency contingency plans required, exercise and training for hazards in
place.

Risk monitored regularly.

Sufficiently serious to warrant appropriate consideration after Very High Risks.

Consider developing risk reduction or mitigation strategies.

Generic multi-agency contingency plans required, exercise and training for hazards in place.
Risk monitored regularly.

Medium Risk

Less significant but may cause upset or inconvenience in the short term.
Consider being managed under generic emergency planning arrangements.
Risk monitored

Low Risk

Managed using normal or generic emergency planning arrangements.
Minimal monitoring and control unless risk assessment changes to move to a higher rating.

The risk rating is devised from the impact of an incident resulting from one of the hazards and the likelihood of an incident occurring. Further
information on the impact and likelihood scores is given after the table of risks below.
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HAZMAT - Civil nuclear —
H61 (National assessment)

MEDIUM LOW
)

MODERATE
®3)

ACCIDENT - Aviation crash
- H16

Fire or explosion at a gas
LPG (Liquefied Petroleum
Gas) or LNG (Liquefied
Natural Gas) terminal (or
associated onshore
feedstock pipeline) or
flammable gas storage site -
H1/H7/HL1/HL25/HL30

Local industrial accident
involving a toxic chemical
release - HL2 / HL3

Fire or explosion at a fuel
distribution site or a site
storing flammable and/or
toxic liquids in atmospheric
pressure storage tanks or at
a onshore fuel pipeline - H4
/ H5 / HL28

High consequence
dangerous goods — H60

MEDIUM
(©)

Fuel tanker drivers — H31

HAZMAT - Fires in waste
sites - S-HL7

DISEASE - Animal — H25

MEDIUM HIGH
4)

HAZMAT - Food supply
contamination — H14
(National assessment)

NATURAL HAZARD —
Coastal Flooding — H19

MINOR
)

HAZMAT - Maritime
pollution — H15 (National
risk assessment)

INFRASTRUCTURE /
SYSTEM FAILURE Gas
supply infrastructure - H38
(National assessment)

NATURAL HAZARD -
Drought — H50

NATURAL HAZARD -
Wildfires — H58

Industrial explosions and

INFRASTRUCTURE /
SYSTEM FAILURE —
Finance / banking -H59
(National assessment)

Emerging Infectious
diseases — H24

NATURAL HAZARD —
Fluvial Flooding — H21

NATURAL HAZARD - Cold
and snow — H18

Storms & Gales - H17

NATURAL HAZARD -
Heatwave - H48

INFRASTRUCTURE /
SYSTEM FAILURE —
Regional electricity

Major pollution of surface
waters and groundwater —
HL4




major fires - HL7

transmission - H45 (National
assessment)

HAZMAT - Biological
substance release — H46
(National assessment)

INFRASTRUCTURE /
SYSTEM FAILURE — Water

INFRASTRUCTURE /
SYSTEM FAILURE —

LIMITED supply infrastructure - H39 | Telecommunications - H40 | Prison officers — H33
1) (National assessment) (National assessment)
RELATIVE
IMPACT LOW MEDIUM LOW MEDIUM MEDIUM HIGH HIGH
RELATIVE @) @) ®) 4) ®)
LIKELIHOOD

*Multiagency plans have been developed for these risks as they are classed as some of the highest risks facing the East Coast on the National Risk Register. The Risk

Assessment process conducted in Suffolk did not place these risks at the same level that they are accorded nationally but they remain credible risks.

Risks pertinent to Suffolk but where no local risk assessment is required:

The following risks are detailed in the Local Risk Assessment Guidance. Whilst some of these are pertinent to Suffolk there is no local mitigation or planning that can
be undertaken by the Suffolk Resilience Forum and therefore local risk assessments have not been completed. The risk matrix above contains the risks that are most
pertinent to Suffolk using the National assessments. Should hazards of this nature occur response will be implemented under national or generic arrangements (see
SRF Generic Response and Recovery plan)

Hazard Why we have discounted this Risk in Suffolk Nationally Response plans to be used
assessed risk
H9 — HAZMAT - Toxic chemical Unlikely to be a large toxic chemical release in HIGH Suffolk Resilience Forum Generic
release Suffolk. Covered by alocalised risk assessment Emergency Response Plan
for small toxic release Suffolk Resilience Forum Recovery Plan

H11 - HAZMAT — Radiation Risk to Suffolk the same as national risk LoOw Suffolk Resilience Forum Generic
exposure from stolen goods Emergency Response Plan

Suffolk Resilience Forum Recovery Plan
H13 — HAZMAT — Radiation Risk to Suffolk the same as national risk LoOw Suffolk Resilience Forum Generic
release from foreign nuclear Emergency Response Plan

Suffolk Resilience Forum Recovery Plan
H14 — HAZMAT — Food supply Risk to Suffolk the same as national risk HIGH Suffolk Resilience Forum Generic
contamination Emergency Response Plan

Suffolk Resilience Forum Recovery Plan
H15 — HAZMAT — Maritime Risk to Suffolk the same as national risk LOW Suffolk Resilience Forum Generic
Pollution Emergency Response Plan

Suffolk Resilience Forum Marine Pollution




Response plan
Suffolk Resilience Forum Recovery Plan

H32 — SYSTEM FAILURE - Fuel Risk to Suffolk the same as national risk MEDUIM Suffolk Resilience Forum Generic
supply (insolvency) Emergency Response Plan
Suffolk Resilience Forum Fuel plan
Suffolk Resilience Forum Recovery Plan
H35 — INDUSTRIAL ACTION — Risk to Suffolk the same as national risk for rail, MEDIUM Suffolk Resilience Forum Generic
Public mass transportation Suffolk commuters would also be effected by any Emergency Response Plan
London underground staff strike Suffolk Resilience Forum Recovery Plan
H37 — HUMANITARIAN — Influx of | Risk to Suffolk the same as national risk LOwW Suffolk Resilience Forum Generic
British nationals Emergency Response Plan
Suffolk Resilience Forum Recovery Plan
H39 — INFRASTRUCTURE / Risk to Suffolk the same as national risk LOwW Suffolk Resilience Forum Generic
SYSTEM FAILURE — Water Emergency Response Plan
supply infrastructure Suffolk Resilience Forum Recovery Plan
Agencies’ own Business Continuity plans
H40 - INFRASTRUCTURE / Risk to Suffolk the same as national risk LOW Suffolk Resilience Forum Generic
SYSTEM FAILURE - Emergency Response Plan
Telecommunications Suffolk Resilience Forum Recovery Plan
Agencies’ own Business Continuity plans
H41 - INFRASTRUCTURE / National risk assessment as will be a national VERY HIGH Suffolk Resilience Forum Generic
SYSTEM FAILURE - National problem but we recognise there will be local Emergency Response Plan
Electricity Transmission implications there is limited planning that can be Suffolk Resilience Forum Recovery Plan
undertaken on a local basis Agencies’ own Business Continuity plans
H45 - INFRASTRUCTURE / National risk assessment as will be a national MEDIUM Suffolk Resilience Forum Generic
SYSTEM FAILURE - Regional problem but we recognise there will be local Emergency Response Plan
Electricity Transmission implications there is limited planning that can be Suffolk Resilience Forum Recovery Plan
undertaken on a local basis Agencies’ own Business Continuity plans
H54 — NATURAL HAZARD - National risk assessment as will be a national MEDIUM Suffolk Resilience Forum Generic
Volcanic eruption problem and Suffolk has no major commercial Emergency Response Plan
airports, locally could affect MOD Search and Suffolk Resilience Forum Recovery Plan
Rescue capability and police and air ambulance Agencies’ own Business Continuity plans
helicopter operations.
H56 - NATURAL HAZARD - We recognise the impact from space weather activity HIGH Suffolk Resilience Forum Generic
Space Weather may affect residents of Suffolk however there is Emergency Response Plan
limited planning that can be undertaken on a local Suffolk Resilience Forum Recovery Plan
basis Agencies’ own Business Continuity plans
H57 — HUMANITARIAN — Public Risk to Suffolk same as the national risk MEDIUM Suffolk Police plans
order Suffolk Resilience Forum Generic
Emergency Response Plan
Suffolk Resilience Forum Recovery Plan
H59 - INFRASTRUCTURE / National risk assessment as risk will be the same for MEDIUM Dealt with nationally.

SYSTEM FAILURE - Finance /

UK.




banking

H62 — NATURAL HAZARD —
Poor air quality

Risk to Suffolk same as the national risk

HIGH

Suffolk Resilience Forum Generic
Emergency Response Plan
Suffolk Resilience Forum Recovery Plan




